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Abstract—Deep learning-based approaches have proven to be
effective in encrypted traffic classification. However, existing
methods did not take into consideration some critical challenges
in this task. First, due to the fact that networking hardware often
runs with limited computational resources, it is impractical to
convert a raw traffic flow to a space-consuming and computation-
expensive representation (e.g., byte-level representaion) or adopt
large-scale models (e.g., transformer-based model) to conduct
classification. Further, existing packet-level representation meth-
ods did not utilize adequate packet information since they
constructed the representation with only a small number of
packets for each traffic flow. Third, most methods represented
raw traffic in only a single modality, which did not capture
comprehensive traffic features. To solve the above challenges, in
this paper, we propose a graph sketch-based traffic representation
method which makes full use of packet information to convert
raw traffic to two kinds of light-weight representations, time
series and graph. Then, we adopt different deep learning models
to extract features from the two Kkinds of representations,
respectively. Finally, we fuse the features extracted from different
representations to a final feature vector and input it to a fully-
connected layer for classification. Extensive experiments are
conducted on two public datasets, ISCX-nonVPN and ISCX-VPN,
and experimental results show that our solution outperforms the
state-of-the-arts in terms of classification accuracy.

Index Terms—encrypted traffic classification, graph sketch,
deep learning

I. INTRODUCTION

Traffic classification plays an important role in many
scenarios such as detecting threats in intrusion detection
systems and improving service quality as well as user
experience [1]. In recent years, various traffic encryption
techniques such as Internet Protocol Security (IPSec) have
been adopted to protect user privacy and anonymity. As a
result, encrypted traffic classification is receiving vast attention
from researchers as well as industry professionals.

The earliest port-based classification methods [2] are
now ineffective due to the usage of dynamic ports. The
subsequent deep packet inspection (DPI) approach [3] also
does not work well since it is time-consuming and has low
accuracy when handling encrypted traffic. To improve the
classification performance, researchers proposed a series of
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machine learning-based methods [4] [5]. For instance, Liu
et al. devised a feature selection method to find the most
important statistical features of traffic flows (e.g., the largest
packet length), and then utilized a random forest model to
predict in-app services [6]. However, the feature selection
process highly relies on expert experience, and the statistical
features are less recognizable compared to deep features,
resulting in relatively low accuracy.

To this end, researcher proposed various deep learning-
based methods to improve the classification accuracy. These
solutions mainly include two steps: first devising an approach
to converting a raw traffic flow to a normalized representation,
and then designing a deep neural network (DNN) based
model to automatically extract hidden features from the
representation for classification. For instance, Liu et al.
proposed FS-Net [7] which adopted recurrent neural network
(RNN) and a multi-layer encoder-decoder structure to mine
hidden features from flow sequences. Subsequently, Lin et al.
devised TSCRNN [8]. TSCRNN first converted a raw traffic
flow to a standard format by vectorzing each packet in the flow,
and then combined 1D convolutional neural network (CNN)
and LSTM to conduct the classification. More recently, Lin
et al. devised a traffic representation model called ET-BERT
[9]. ET-BERT first pre-trained deep contextualized datagram-
level representation from large-scale unlabeled data, and then
fine-tuned the pre-trained model on a small number of task-
specific labeled data. In 2023, Zhao et al. proposed YaTC [10]
which represented traffic with hierachical flow information
and conducted traffic classification using their designed Traffic
Transformer. In the same year, Fauvel et al. designed LEXNet
[11] which represented a traffic flow by a matrix of packet
size and proposed a new residual block and prototype layer
to conduct the efficient and explainable classification. Besides,
Zhang proposed TFE-GNN [12] which first constructed a byte-
level traffic graph and then extracted features from the traffic
graph using a graph neural network (GNN) based traffic graph
encoder.

However, the above works mainly have the following
flaws: 1) Ignoring the fact that computational resources
of networking hardware are limited. Some methods [12]
claimed to convert raw traffic to byte-level representations
which were space-consuming and computation-expensive. In
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addition, for classification tasks, they constructed large-scale
models such as transformer-based models [9] [10] which
were not adaptive to networking environment. 2) Inadequate
utilization of packet information. Although some methods
[8] [10] [11] constructed a light-weight representation for raw
traffic, for each traffic flow, they only used a very small number
of packets to construct the representation since most DNN
based models require a fixed-size input. For instance, LEXNet
[11] only used 20 packets to construct the representation for
each traffic flow. However, these representation methods might
lead to a serious loss of information since a short-time (e.g.,
10-second) traffic flow may contain thousands of packets. 3)
Representing raw traffic in a single modality. Most methods
converted a raw traffic flow in only one kind of representation,
such as sequence [7] [8] or graph [12] [13] [14]. However,
such representation methods could not capture comprehensive
traffic features.

To address the above challenges, in this paper, we develop a
novel encrypted traffic classification mechanism named ETC-
GS. The framework of ETC-GS is shown in Fig. 1. First, with
the summarization ability of graph sketches [15], we convert
an encrypted traffic flow to several light-weight representations
(i.e., graph sketches) by capturing spatiotemporal information
of packets and potential correlations between packets. We
emphasize that our method makes full use of all the packets
in a traffic segment to construct the representations, which
is quite different from the existing methods that used a
very small number of packets. Next, we utilize long short-
term memory (LSTM) models and graph convolution network
(GCN) [16] models to respectively extract higher-level features
from different kinds of representations. Finally, we fuse the
multimodal features extracted from different sketches to a final
feature vector and input it to a fully-connected layer to conduct
classification.

The main contributions of this paper are summarized as
follows.

e« We propose a novel mechanism named ETC-GS for
encrypted traffic classification. ETC-GS breaks through
the existing traffic analysis methods in two perspectives:
raw traffic representation and classifier structure.

e We design a graph sketch-based traffic representation
method to represent a raw traffic flow in multiple
modalities by capturing spatiotemporal information of
packets and potential correlation between packets. To the
best of our knowledge, we are the first to utilize graph
sketches to construct traffic representations.

o Based on our designed traffic representations, we devise
a traffic classifier which first uses LSTM models and
GCN models to respectively extract hidden features from
different representations, and then fuse the extracted
features to a final feature vector for classification task.

e We conduct extensive experiments on two public
encrypted traffic datasets, and experimental results show
that our ETC-GS achieves better performance compared
to the state-of-the-art methods.

II. RELATED WORKS
A. Rule-Based Method

In the early stage, traffic classification mainly relied on rule-
based methods [2] [3] [17] [18]. The rules were designed
by domain experts, and common attributes for classification
include communication protocol, port number, etc. However,
the fundamental features are now unable to fulfill the current
traffic analysis requirement due to more and more complicated
network environments [4].

B. Machine Learning-Based Method

Due to the ineffectiveness of rule-based methods in com-
plicated network environments, researchers applied machine
learning methods to encrypted traffic classification. For
instance, AppScanner [4] proposed in 2016 adopted a random
forest model to analyze the statistical features of traffic for
real-time identification of Android apps. Afterwards, Liu et
al. presented FRF [6] which also used a random forest model
to conduct classification. The difference is that Liu el al.
devised a novel feature selection method to find out the
most distinguishable statistical features. Xiao et al. introduced
DMTCS [19] which treated protocols as topics, and then
applied topic models to cluster packets. Subsequently, Ede et
al. proffered FlowPrint [5], a semi-supervised approach which
automatically found temporal correlations among destination-
related features of network traffic.

C. Deep Learning-Based Method

To avoid the performance degradation caused by unreliable
hand-crafted features, researchers proposed deep learning-
based methods which analyzed encrypted traffic based on
raw packets. In 2020, Zheng et al. introduced RBRN [20]
that learned representative features from the raw flows and
then classified them in a unified framework. Subsequently,
Shen et al. presented GraphDApp [21], a decentralized
application fingerprinting method using GNN models. More
recently, Luxemburk et al. trained a multimodal neural network
consisting of 1D convolutions and linear layers for identifying
TLS services in encrypted traffic [22]. Yun et al. were
interested in encrypted TLS traffic classification on cloud
platforms and proposed NeuTic [23]. NeuTic took the packet
sequence of each TLS flow as the input, and classified raw
TLS flows generated by cloud applications. In 2024, Chen et
al designed MPAF [24] which used three phases to separately
leverage attributes that emerged at different time periods, and
conducted the classification based on a leaf node masking tree.
Deng et al. devised AN-Net [25] which aimed to combat per-
packet attribute noise and improve the classification accuracy
in anonymous network. There also exist a lot of other works.
Since we have discussed these work in section I, we do not
provide repeated introductions here due to page limit.

III. PRELIMINARIES

Before illustrating our proposed method, in this section, we
first introduce the rationale of graph sketch, give some formal
definitions, and formulate the problem that we focus on.
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Fig. 1.

A. Definitions

Graph sketch is a compact data structure. It was originally
proposed for efficiently recording large-scale graph streams,
and the definition of graph stream is introduced as follows.

Definition 1 (Graph stream): A graph stream (a.k.a.
edge stream) is a consecutive sequence of items S
{e1,é€2,...,e,}, where each item e; = (ns, ng, t,w) denotes a
directed or undirected edge from node ns to node ng arriving
at timestamp ¢ with weight w. A graph stream can form a
dynamic graph that changes with every arrival of an edge. Note
that since an edge e; may appear multiple times at different
timestamps, the final weight of e; is usually computed by the
aggregation function SUM(-).

Definition 2 (Graph sketch [15]): Assuming that G =
(V, E) is the graph formed by a given graph stream .S, graph
sketch K is defined as a compressed graph K = (Vic, Ex)
whose size is smaller than G (i.e., |Vk| < |V| and |Ex| <
|E]), where a random hash function H(-) is adopted to map
each node in V to a node in Vi. Correspondingly, each edge
(ns,nq) in E is mapped to the edge (H(ns), H(ng)) in Ex.

In practice, an adjacency matrix M € R**F is leveraged

to implement a graph sketch KC, where & is named the width
of graph sketch. At the beginning, all the values stored in the
matrix M are 0. To store a graph stream S in graph sketch
IC, for each edge e = (ns,ng,t,w) in S, it conducts an edge
update operation which is explained as follows.
Edge update: The graph sketch /C first calculates the hash
values (H(ns), H(nq)) and then locates the corresponding
position M[H (ng)][H (ng)] in the adjacency matrix. Finally,
the value in the located position is added by weight w.

An encrypted traffic flow can be informally defined as a
sequence of packets. Similar to [12], we extend the concept
of traffic flows by introducing time-induced traffic segments.

The framework of ETC-GS mechanism.

Definition 3 (Traffic segment): A traffic segment refers
to a consecutive subsequence of an encrypted traffic flow.
Formally, a traffic segment 7'S can be defined as 7S =
{P1, Py, -+, Pp}, where P, = (l;,t;,d;) denotes a single
packet where [; denotes the size of packet (the number of
bytes); t; denotes the timestamp of packet; and d; denotes the
direction of packet (sent or received). The length of a traffic
segment T'S' is defined as length(TS) = t,, — t1.

Since traffic is encrypted, we assume that only three kinds
of packet information, i.e., packet size, packet timestamp and
packet direction, are available for classification tasks.

B. Problem Formulation

The encrypted traffic classifcation task aims to recognize
the various sources (e.g., applications, web pages or services)
that generated the traffic based on the information of traffic
packets. In this paper, we concentrate on in-app user activity
classification for a given encrypted traffic flow T'F. In other
words, we aim to identify the user activity that generated T'F'.
Typical in-app user activities include text chat, sending emails,
etc. To achieve this goal, we need to solve the following two
sub-problems: traffic segment representation and user activity
identification.

o Traffic segment representation: Different traffic flows
may have different lengths. In order to transform them
to normalized representations, for each traffic flow,
we can truncate a-second traffic from the middle of
it, obtaining a set of traffic segments with the same
length. With the obtained traffic segments, traffic segment
representation aims to convert each of them to a
normalized representation for further analysis.

User activity identification: With the normalized repre-
sentation of each traffic segment, user activity identifica-
tion is to design a classifier which is able to map each
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normalized traffic representation to a fine-grained in-app
user activity such as text chat or file transfer.

IV. ETC-GS MECHANISM

In this section, we detailly introduce our proposed ETC-GS
mechanism. The details of the ETC-GS framework is shown in
Fig. 1, and its workflow is presented as follows. As discussed
in section III-B, since different traffic flows have different
lengths, we should first unify their lengths before converting
them to the normalized representation. Thus, for each traffic
flow, we first truncate a-second traffic from the middle of it,
obtaining a set of traffic segments with the same length. ETC-
GS mechanism mainly consists of three stages. In the first
stage, we convert a traffic segment to a set of graph sketches
by considering two aspects, i.e., spatiotemporal information
of packets and potential correlation between packets. In the
second stage, we adopt LSTM models and GCN models to
extract features from different graph sketches, respectively. In
the final stage, we fuse the extracted multimodal features to a
final vector which contains comprehensive traffic information.
Based on it, we use a fully-connected layer to identify user
activity. The three stages of ETC-GS mechanism, i.e., graph
sketch-based traffic representation, traffic feature extraction,
multimodal feature fusion and user activity identification, are
introduced as follows.

A. Graph Sketch-Based Traffic Representation

As previously mentioned, we propose a graph sketch-
based method to solve the problem of traffic segmentation
representation. The details of our representation method is
explained in this section.

1) Representation Based on Spatiotemporal Information of
Packets: As presented in Definition 3, each packet in a traffic
segment is a triplet P; = (I;,¢;,d;), where [; denotes the size
of packet (i.e., the number of bytes); ¢; denotes the timestamp
of packet; and d; denotes the direction of packet (sent or
received). To convert a traffic segment 7S to a normalized
representation, we employ two graph sketches C; and Ko
(implemented by matrix M; and My) to record all the packets
in T'S, and the widths of XC; and Xy are both k. For each
packet P; = (I;,t;,d;) in T'S, we first inspect its direction. The
sent packet will be recorded in Ky, and the received packet
will be recorded in K. The process of recording a packet
is similar to the edge update operation introduced in III-A.
Different from the basic graph sketch which only adopts a
random hash function for edge recording, we carefully design
two hash functions for packet recording, and the designed hash
functions are formulated as follows:

l; X k
Hi(l) = [3m ] )
t; X k
Ha(t:) = (length(TS)] 2)

where [; and t; denotes the size and the timestamp of
packet P;, respectively; k denotes the width of /C; (and K5);
length(TS) denotes the length of a traffic segment; and MTU

denotes the maximum transmission unit, i.e., MTU = 1500.
With the above hash functions, to record a packet P;, we can
first locate P;’s corresponding position in the graph sketch,
i.e., M1 [Hl(lz)][HQ(tl)] (OI' M2[H1(ZZ)HH2(t1)]), and then
add the value in the position by 1. After processing all the
packets, we can obtain two graph sketches which contain the
spatiotemporal information of packets in the traffic segment.

Traffic segment TS

P; = (18 bytes, 0.12s, sent), P, = (6 bytes, 0.23s, received)
H,(18)=2
H,(0.12)=2

... 150

Graph sketch k3

Graph sketch i

Fig. 2. Graph sketch-based traffic representation which captures spatiotem-
poral information of packets.

For ease of calculation, in practice, we set £k = 150 and
length(T'S) = 15 (seconds). Thus, the hash functions in
Equation 1 and Equation 2 can be simplified as Hy(l;) = [ 5]
and Hy(t;) = [tx 10]. To illustrate this representation method
more clearly, we give a concrete example in Fig. 2. In this
example, a traffic segment 7'S contains two packets P, =
(18 bytes, 0.12s, sent) and P> = (6bytes, 0.23s, received).
To record packet p;, we first inspect its direction. Since P;
is a sent packet, we record it in graph sketch ;. Then,
we locate its position by calculating two hash values. Since
Hi(18) = [18%359] = 2 and H,(0.12) = [%12X1507 = 2,
packet P; should be recorded in M;j[2][2] (marked by a
symbol “x” in Fig. 2), and the value stored in this position
will be added by 1. Similarly, packet P, should be recorded in
M [1][3] (marked by a symbol “x” in Fig. 2) and the value
stored in this position will also be added by 1.

Now we explain the advantages of such representation.
First, considering the example in Fig. 2, it is easy to see that
M, [a][b] (or M2]a][b]) refers to the number of packets whose
sizes range from (10a — 9) to 10a and whose timestamps
range from (0.1a—0.1) to 0.1a. Since the second dimension of
matrix M7 (or M) represents timestamp, we can further split
the matrix My (or M2) to a sequence of columns (vectors)
{Mi[:][1]; M1[:][2]; - - - ; M1[:][150]} which is essentially a
time series. Thus, the hidden features in this kind of traffic
representation can be easily extracted by a RNN model.
Second, compared with existing works [7] [11] [23] which
also construct traffic representation on packet-level, we make
full use of packet information by recording all the packets
in the graph sketch and meanwhile keep the representation
light-weight. In contract, these existing works only used a
small number of packets in a traffic flow to construct the
representation, which led to a serious loss of information.

2) Representation Based on Potential Correlation between
Packets: Besides representing a traffic segment using the
spatiotemporal information of packets, we also devise a graph-
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based representation method to capture potential correlation
between packets in traffic segment 7S, aiming to mine more
recognizable features. Different from existing approaches [13]
that used a node to denote a single packet, we utilize a node
to denote a set of packets whose sizes are in the same range.
Edges between two nodes are created based on the order of
packets in the traffic segment. Concretely, for each pair of
adjacent packets P; and P, ;, we create a connection between
the node that contains P; and the node that contains F;,;.
To convert a traffic segment to the graph described above,
we utilize a graph sketch 3 (implemented by matrix Msj)
whose width is k. For each pair of adjacent packets (P;, P;41),
we first create an edge e = (l;,l;11) where [; denotes the
size of packet P; and [;;1 denotes the size of packet P;i.
Then, we conduct an edge update for edge e in graph sketch
KC3. Here, we still leverage function H;(-) (see Equation
1) as the hash function associated with graph sketch Cs.
Specifically, to conduct the edge update with e = (I;,1;41),
we first locate the edge e’s position in the graph sketch, i.e.,
M3 [Hq(1;)][H1(l;41)], and then add the value in that position
by 1. Similar to section IV-Al, after processing all the edges,
we can obtain a graph sketch which captures the correlation
between packets in traffic segment 7°S.

Traffic segment TS
P; = (18 bytes, 0.12s, sent), P, = (6 bytes, 0.23s, received)

Graph sketch i3 Graph sketch x5

Fig. 3. Graph sketch-based traffic representation which captures potential
correlation between packets.

To better explain this representation method, we also give a
concrete example in Fig. 3. In this example, since packet P;
and P» are adjacent, we will create an edge between the node
that contains P and the node that contains P». To accomplish
this, we first find the above two nodes in graph sketch K3 by
calculating two hash values. Since H;(18) = [18x1507 — 9

1500
and H;(6) = [%X59] = 1, a directed edge between node

#2 and node #1 (};ggked by a symbol “x” in Fig. 3) will be
created in 3. In other words, the value in M3[2][1] will be
added by 1. Besides using packet sizes to capture the potential
correlation between packets, we also use packet timestamps
to capture another kind of correlation by constructing graph
sketch /C4 associated with hash function Hz(-) as shown in
Fig. 3. Similarly, a directed edge between node #2 and node
#3 will be created in /C4 in this example.

Our designed graph-based traffic representation has the
following advantage. In contrast to some existing methods
which created a very dense graph whose topological structure
lacked distinguishability, our method creates a sparse and

distinguishable graph. For instance, the sizes of most packets
generated by user activity streaming range from 1101 to 1300
(bytes). In our method, if we use one node n; to represent the
packets whose sizes range from 1101 to 1200, and use another
node n; to represent the packets whose sizes range from 1201
to 1300, there will be a self-loop with a large weight for node
n;, and another self-loop with a large weight for node n;.
Also, there will be an edge with a medium weight between n;
and n; and few other edges in our constructed graph. Thus,
the graph described above is quite recognizable, and its hidden
features can be easily extracted by a GNN model.

B. Traffic Feature Extraction

To address the problem of user activity identification,
we should first extract high-level features from the traffic
representations obtained in section IV-A.

1) Spatiotemporal Feature Extraction: As mentioned in
section IV-Al, since graph sketch Ky (or KC3) records the
spatiotemporal information of a traffic segment and it can be
splitted into a time series, we can adopt a LSTM model to
extract features from it as shown in Fig. 1. To be concrete,
we first split graph sketch C; into a vector sequence Zy =
{vi;va; - ;vi}, where each vector v;(i = 1,2,... k)
denotes the i-th column of matrix My, i.e., v; = Mj[:][i].
Then, we input vector sequence Zj to a two-layer LSTM
model for temporal feature extraction, obtaining another vector
sequence Z; = LSTM(Z,), where LSTM(-) denotes a two-
layer LSTM model. We also split graph sketch 5 to a vector
sequence, and apply the similar feature extraction method,
obtaining a hidden feature vector sequence Zs.

2) Packet Correlation Feature Extraction: Since graph
sketch /C3 stores the information of correlation between
packets and graph sketch is essentially a compressed graph,
we can utilize a GNN model to extract features from
it. Specifically, we adopted a two-layer GCN [16] model
to extract node-level features from /K3, obtaining node
embeddings Z3; = GCN(X, M3;), where X denotes a matrix
of node feature vectors; M3 denotes the adjacency matrix of
graph sketch K3; and Z3 € R**? (d is the dimension of node
embeddings) denotes a matrix of node embeddings. We also
apply the same feature extraction method to graph sketch g,
obtaining a matrix of node embeddings Z,.

C. Multimodal Feature Fusion and User Activity Identification

Before fusing the features extracted from different graph
sketches, we should conduct some preprocessing as shown in
Fig. 1. First, we only need the last vector in vector sequence
Z, and that in Zs since these two vectors contain the global
information of the original time series. Thus, we concatenate
the last vector in Z; and the last vector in Zs, obtaining a new
feature vector z4 = Concat(Z[k], Zs[k]), where Concat(-)
denotes the concatenation operation.

Second, since Z3 and Z, are node-level features, we convert
them to a graph-level feature vector by concatenating the
elementwise mean of the vectors in {Zs[i], Vi € {1,2,...,k}}
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and that of the vectors in {Z4[i],Vi € {1,2,...,k}}, obtaining
zZp:
zp = Concat(Mean({Zs[i],Vi € {1,2,...,k}}),
Mean({Z4[i],Vi € {1,2,...,k}}))

where Mean(+) denotes calculating the element-wise mean.
Finally, we fuse feature vector z 4 and zg by concatenation:

3)

Zfinat = Concat(za,zp) )

Note that any other multimodal feature fusion methods [25]
[26] such as average pooling with data augmentation can be
used here. We simply adopt concatenation to avoid bringing
extra computation cost.

After obtaining the final feature vector zjf;nq;, We input it
to a fully-connected layer to identify the corresponding user
activity. Note that the whole framework presented in Fig. 1 can
be trained through cross-entropy loss in an end-to-end manner.

V. EXPERIMENT

To validate the effectiveness of our proposed ETC-
GS mechanism, we conduct extensive experiments on two
public traffic datasets: ISCX-nonVPN and ISCX-VPN [27].
We compare ETC-GS with three state-of-the-art methods:
TSCRNN [8], TFE-GNN [12], and LEXNet [11]. All
experiments are performed on a laptop with Intel Core i9-
14900HX processors (24 cores, 32 threads), 32 GB of memory,
and NVIDIA GeForce RTX 4080 Laptop GPU. ETC-GS and
TSCRNN are implemented using PyTorch library and PyG
library. For LEXNet and TFE-GNN, we use the source code'?
provided on Github.

TABLE I
IN-APP USER ACTIVITIES IN DATASET ISCX-NONVPN.

User activity (label) Application

Chat AIM, Facebook, Gmail, Hangouts, ICQ
Email Email (using SMPTS, POP3S and IMAPS)
File transfer Skype, Filezilla (using FTP and SFTP)
Streaming Netflix, Spotify, Vimeo, Youtube
Video call Facebook, Hangouts, Skype, Voipbuster
Audio Facebook, Hangouts, Skype

A. Dataset

We conduct our experiments on two public dataset: ISCX-
nonVPN and ISCX-VPN [27]. The encrypted traffic contains
a total amount of 25 GB of data. The ISCX-VPN dataset is
collected over virtual private networks (VPNs), while traffic
in ISCX-nonVPN dataset is regular and not collected over
VPNs. There are totally 6 classes (in-app user activities)
in dataset ISCX-nonVPN which are shown in table I. Note
that compared with dataset ISCX-nonVPN, dataset ISCX-
VPN contains an extra user activity, P2P using BitTorrent.
Both datasets are randomly splitted into two subsets: 80% of
samples are denoted as training set, while 20% of samples as
test set.

Thttps://github.com/ViktorAxelsen/TFE-GNN
Zhttps://github.com/X Alseries/LEXNet

B. Numerical Results

We adopt four evaluation metrics to evaluate the classifi-
cation performance of our method as well as the baselines.
The metrics include precision, recall, F1 score, and overall
accuracy. The performance comparison in terms of precision,
recall and F1 score are shown in Fig. 4 and Fig. 5, and the
comprison of overall accuracy is presented in table II.
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Fig. 4. Classificaiton results on dataset ISCX-nonVPN.

As shown in Fig. 4, on dataset ISCX-nonVPN, LEXNet
has the worst performance. Concretely, LEXNet is unable
to recognize chat and email, and it only achieves a Fl1
score of 0.0187 when identifying streaming. This is probably
because LEXNet only uses 20 packets to represent a traffic
flow, and thus does not have enough packet information for
classification. Among all the baselines, TFE-GNN achieves
the best performance. Specifically, TFE-GNN is good at
recognizing chat, email, and file transfer. However, when
identifying streaming, video call, and audio, TFE-GNN does
not perform well. For instance, it only achieves a F1 score
of 0.40 when identifying streaming. In contrast, our ETC-GS
is able to accurately identify all kinds of user activity. For
example, it respectively achieves a F1 score of 0.9412 and 1.0
when recognizing email and file transfer.

On dataset ISCX-VPN, our ETC-GS also outperforms all
the baseline methods as presented in Fig. 5. As can be
seen, LEXNet also has the worst performance on this dataset.
TSCRNN is only good at identifying streaming and video
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call. TFE-GNN again has the best performance among all the
baselines. However, it is bad at identifying chat and email. To
be specific, it only achieves a F1 score of 0.6667 and 0.2857
when recognizing chat and email, respectively. Comparably,
our ETC-GS is able to perform well when identifying all kinds
of user activity, and it achieves a F1 score of 0.9009 when
recognizing chat, and a F1 score of 0.9474 when recognizing
email.

In summary, ETC-GS outperforms all the baselines in terms
of overall accuracy as shown in table II. To be concrete, ETC-
GS achieves an overall accuracy of 0.9657 and 0.9792 on
dataset ISCX-nonVPN and ISCX-VPN, respectively.
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Fig. 5. Classificaiton results on dataset ISCX-VPN.

TABLE I
PERFORMANCE COMPARISON IN TERMS OF OVERALL ACCURACY.

Method Dataset
ISCX-nonVPN ISCX-VPN
TSCRNN 0.7000 0.8353
TFE-GNN 0.8125 0.8701
LEXNet 0.3643 0.3022
ETC-GS (ours) 0.9792 0.9657

C. Confusion Matrix

As illustrated in Fig. 6, we draw the confusion matrices
based on the classification results achieved by our ETC-GS. As

shown in Fig. 6(a), our method can very accurately recognize
all kinds of user activities except chat on dataset ISCX-
nonVPN. Specifically, 12% of traffic flows generated by chat
are falsely identified as the traffic flows generated by email.
In addition, on dataset ISCX-VPN, a small amount of traffic
flows generated by several activities such as file transfer are
also falsely classified as the traffic flows generated by chat
as shown in Fig. 6(b). A possible explanation is that in the
traffic flows generated by chat, time intervals between packets
are highly related to users (e.g. typing speed), which brings
too much randomness and makes chat difficult to identify.
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Fig. 6. Confusion matrices based on the classification results by ETC-GS.

D. Ablation Study

To further evaluate the effectiveness of the key components
of ETC-GS, we perform ablation study on the same datasets,
and the evaluation results are presented in table III and
table IV. Note that abbreviation SI represents spatiotemporal
information of packets, and abbreviation PC represents
potential correlation between packets in both tables. Also
note that precision, recall, and F1 score respectively represent
macro-precision, macro-recall, and macro-F1 score. As can
be seen, when sololy using spatiotemporal information of
packets (or potential correlation between packets), our method
can still maintain high performance. In addition, fusing both
kinds of packet information indeed improves the classification
accuracy. For example, as shown in III, ECT-GS (default)
achieves an accuracy of 0.9792 which is higher than
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the accuracy achieved by using only one kind of packet
information to conduct classification.

TABLE III
ABLATION STUDY OF KEY COMPONENTS IN ECT-GS ON DATASET
ISCX-NONVPN.

Method Precision Recall F1 score  Accuracy

ETC-GS w/o SI 0.9451 0.9375 0.9362 0.9375

ETC-GS w/o PC 0.9214 0.9208 0.9198 0.9208

ETC-GS (default) 0.9815 0.9792 0.9791 0.9792
TABLE IV

ABLATION STUDY OF KEY COMPONENTS IN ECT-GS ON DATASET
ISCX-VPN.

Method Precision Recall F1 score  Accuracy

ETC-GS w/o SI 0.9112 0.8886 0.8908 0.8886

ETC-GS w/o PC 0.9306 0.9086 0.9075 0.9086

ETC-GS (default) 0.9713 0.9657 0.9667 0.9657

VI. CONCLUSION

Existing methods for encrypted traffic classification either
constructed a heavy-weight representation for raw traffic or did
not utilize adequate packet information when constructing the
traffic representation. To this end, in this paper, we develop
a novel mechanism named ETC-GS for indentifying in-app
user activities in encrypted traffic. ETC-GS first converts a raw
traffic flow to several light-weight graph sketches by capturing
spatiotemporal information of packets and potential correlation
between packets. Next, it uses LSTM models and GCN models
to respectively extract high-level features from different graph
sketches, respectively. Finally, ETC-GS fuses the extracted
features to a final feature vector, and input it to a fully-
connected layer to recognize the user activity that generates the
traffic. Extensive experiments on two public datasets, ISCX-
nonVPN and ISCX-VPN, verify the effectiveness of ETC-GS
in terms of classification accuracy.
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